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Chapter 1

About This Book

Ansible is an open-source automation platform that makes it easy to configure systems, deploy software, and
orchestrate complex IT workflows. Unlike other configuration management tools, Ansible is agentless—it connects to
managed nodes using SSH and requires no special software to be installed on target systems.

This pocket reference provides a concise yet thorough overview of Ansible's core features, syntax, and best
practices. Whether you're writing your first playbook or looking up advanced module options, this guide will help you
work more efficiently with Ansible.

Who This Book Is For:

« System administrators automating infrastructure
» DevOps engineers building CI/CD pipelines
« Developers managing application deployments

» Anyone learning infrastructure as code
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Installation

Ansible can be installed on most Unix-like systems. The control node (where Ansible runs) requires Python 3.9 or
later. Managed nodes only need SSH access and Python.

Recommended Installation Method:

The pip installation provides the latest version and works across all platforms:

# pi p (recomended)
pip install ansible

Platform-Specific Installation:

# macOS
brew install ansible

# Ubunt u/ Debi an
sudo apt install ansible

# RHEL/ Cent OS/ Fedor a
sudo dnf install ansible

Verifying Installation:

# Check version and configuration
ansi bl e --version

This displays the Ansible version, configuration file location, configured module search paths, and Python version
being used.
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Core Concepts

Understanding these fundamental concepts is essential for working effectively with Ansible.

Concept

Control Node

Managed Node

Inventory

Playbook

Task

Module

Role

Collection

How Ansible Works:

Description

The machine where Ansible is installed and runs from. This is typically your workstation or a dedicated
automation server.

Target hosts that Ansible configures. These are the servers, network devices, or cloud resources
you're automating.

A list of managed nodes organized into groups. Can be a simple text file or dynamically generated
from cloud providers.

A YAML file containing a series of plays that define automation workflows. Playbooks are Ansible's
configuration, deployment, and orchestration language.

A single unit of work that calls an Ansible module. Tasks are executed sequentially within a play.

Reusable code units that perform specific actions like installing packages, copying files, or managing
services. Ansible includes thousands of built-in modules.

A structured way to organize related tasks, variables, files, and templates into reusable components.
Roles promote code reuse and maintainability.

A distribution format for Ansible content including roles, modules, and plugins. Collections are shared
via Ansible Galaxy.

1. You write playbooks describing the desired state of your systems

2. Ansible reads the inventory to determine which hosts to manage

3. Ansible connects to managed nodes via SSH (or other connection methods)

4. Modules are transferred and executed on the remote systems

5. Results are collected and reported back to the control node
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Directory Structure

A well-organized project structure makes your Ansible code easier to maintain and collaborate on. Here's the
recommended layout:

proj ect/

+-- ansible.cfg # Project config

+-- inventory/

| +-- production # Production hosts

| +-- staging # Staging hosts

+-- group_vars/

| +- all.ym # Variables for all groups

| +-- webservers. yni # Variabl es for webservers group

+-- host _vars/
| +-- webl. exanpl e.com yn

+-- rol es/
+-- conmmon/
+-- tasks/

|

|

| +-- handl ers/
| +-- tenpl ates/
| +- files/
|

|

|

+-- vars/
+-- defaul ts/
+-- netal
+-- pl aybooks/
| +-- site.ynl
+-- requirenents.ynl # Rol e/ col | ecti on dependenci es

Key Directories Explained:

 inventory/ — Contains host definitions organized by environment
e group_vars/ — Variables automatically loaded for host groups

* host_vars/ — Variables specific to individual hosts

* roles/ — Reusable automation components

* playbooks/ — Main playbook files
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Configuration (ansible.cfg)

Ansible's behavior can be customized through configuration files. Settings are loaded in this order (first found wins):

1. ANSI BLE_CONFI G environment variable

2. ./ansibl e. cfg in the current directory

3. ~/.ansi bl e. cf g in the user's home directory

4. I etc/ ansi bl e/ ansi bl e. cf g System-wide defaults

Common Configuration Options:

[ def aul t s]

inventory = ./inventory/hosts

renot e_user = depl oy

private_key file = ~/.ssh/id_ed25519

host _key_checki ng = Fal se
retry_files_enabled = Fal se

gathering = smart

fact_caching = jsonfile

fact _cachi ng_connection = /tnp/ansible_facts
fact_caching_timeout = 86400

[privil ege_escal ation]

beconme = True

become_net hod = sudo

become_user = root

becone_ask_pass = Fal se

[ ssh_connecti on]

pi pelining = True

control _path = /tnp/ansibl e- %8h- %Wp- %6

Configuration Highlights:

« inventory — Default inventory file location

e remote_user — SSH user for connections

» gathering — When to collect system facts (smart caches facts)
* pipelining — Reduces SSH operations for better performance

* become — Enabile privilege escalation by default
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Inventory

The inventory defines which hosts Ansible manages and how they're organized. Ansible supports both static files and
dynamic inventory scripts.

INI Format
The traditional format uses INI-style syntax:

# Sinple hosts
webl. exanpl e. com
web2. exanpl e. com

# Groups

[ webser ver s]

webl. exanpl e. com

web2. exanpl e. com ansi bl e_port =2222

[dbservers]
dbl. exanpl e. com ansi bl e_user =post gr es
db2. exanpl e. com

# Group of groups

[ production: children]
webservers

dbservers

# Group variabl es
[ webservers: vars]
http_port =80

YAML Format
YAML provides a more structured alternative:

all:
children:
webservers:
host s:
webl. exanpl e. com
web2. exanpl e. com
ansi bl e_port: 2222
vars:
http_port: 80
dbservers:
host s:
dbl. exanpl e. com
ansi bl e_user: postgres
db2. exanpl e. com
producti on:
children:
webservers:
dbservers:

Dynamic Inventory

For cloud environments, dynamic inventory automatically discovers hosts:

# AWS EC2
pip install boto3
ansi bl e-inventory -i aws_ec2.ym --1list

# aws_ec2. ynl
pl ugi n: amazon. aws. aws_ec2
regi ons:
- eu-west-1
keyed_groups:



- key: tags. Environnent
prefix: env

Connection Variables

These variables control how Ansible connects to hosts:

Variable Description

ansi bl e_host IP or hostname to connect to
ansi bl e_port SSH port (default: 22)

ansi bl e_user SSH username

ansi bl e_passwor d SSH password (use vault)
ansi bl e_ssh_private_key_fil SSH key path

e

ansi bl e_connecti on Connection type: ssh, local, docker
ansi bl e_python_interpreter Path to Python on target
ansi bl e_becone Enable privilege escalation
ansi bl e_becone_net hod sudo, su, pbrun, etc.

ansi bl e_becone_user User to become
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Ad-Hoc Commands

Ad-hoc commands let you run quick, one-off tasks without writing a playbook. They're perfect for simple operations,
testing, and exploration.
Basic Syntax:

ansi bl e <pattern> -m <nodul e> -a "<argunents>" [options]

Common Examples:

# Ping all hosts
ansi ble all -m ping

# Run command
ansi bl e webservers -m command -a "uptinme"
ansi bl e webservers -mshell -a "cat /etc/passwd | grep root"

# Copy file
ansi bl e webservers -mcopy -a "src=/local/file dest=/renpote/file"

# Install package
ansi bl e webservers -m apt -a "nane=ngi nx state=present” -b

# Manage service
ansi bl e webservers -m service -a "nanme=ngi nx state=started enabl ed=yes" -b

# Gather facts
ansi bl e webl -m setup
ansi bl e webl -msetup -a "filter=ansible_distribution*"

# Check node (dry run)
ansi bl e webservers -m apt -a "nane=ngi nx state=present” -b --check

# Limt to specific hosts
ansi bl e webservers -mping --linmt "webl. exanpl e. cont

# Parallel execution
ansible all -mping -f 10 # 10 forks

Host Patterns

Patterns determine which hosts a command targets:

Pattern Matches

all or* All hosts in inventory
webservers Hosts in the webservers group
webservers: dbservers Union of groups (OR)

webser vers: &r oducti on Intersection of groups (AND)
webservers: ! st agi ng Exclusion (NOT)

web*. exanpl e. com Wildcard matching

~web[ 0- 9] + Regular expression
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Playbooks

Playbooks are Ansible's configuration, deployment, and orchestration language. They describe the desired state of
your systems using YAML syntax.

Basic Structure

A playbook contains one or more plays, each targeting a set of hosts:

- nane: Configure webservers
hosts: webservers
becone: yes
gather _facts: yes
vars:
http_port: 80

pre_tasks:
- nane: Update apt cache
apt:
updat e_cache: yes
cache_valid_tine: 3600

t asks:
- nane: Install nginx
apt :
nanme: ngi nx
state: present
- nane: Start nginx
servi ce:
name: ngi nx
state: started
enabl ed: yes
handl ers:
- nane: Restart nginx
service:
name: ngi nx
state: restarted
post _t asks:
- nane: Verify nginx is running
uri:
url: "http://1ocal host: {{ http_port }}"
st at us_code: 200

Play Components:

* name — Human-readable description

* hosts — Target hosts or groups

» become — Enable privilege escalation
 gather_facts — Collect system information
 vars — Play-level variables

* pre_tasks — Tasks that run before roles

* tasks — Main task list

* handlers — Tasks triggered by notifications

* post_tasks — Tasks that run after roles

Running Playbooks



# Basic run

ansi bl e- pl aybook pl aybook. yni

# Specify inventory

ansi bl e- pl aybook

# Limt hosts
ansi bl e- pl aybook
ansi bl e- pl aybook

# Tags
ansi bl e- pl aybook
ansi bl e- pl aybook

# Vari abl es
ansi bl e- pl aybook
ansi bl e- pl aybook

-i inventory/production playbook.yn

pl aybook.
pl aybook

pl aybook.
pl aybook

pl aybook.
pl aybook

# Check node (dry run)

ansi bl e- pl aybook

# D ff node
ansi bl e- pl aybook

pl aybook.

pl aybook

# Step through tasks

ansi bl e- pl aybook

pl aybook.

# Start at specific task

ansi bl e- pl aybook

pl aybook

# List tasks/hosts/tags

ansi bl e- pl aybook
ansi bl e- pl aybook
ansi bl e- pl aybook

# Ver bose out put
ansi bl e- pl aybook
ansi bl e- pl aybook
ansi bl e- pl aybook
ansi bl e- pl aybook

pl aybook.
pl aybook
pl aybook.

pl aybook
pl aybook.
pl aybook
pl aybook.

ym
ym

ym
ym

ym
ym

ym

ym

ym

ym

ym
ym
ym

ym
ym
ym
ym

--lim
--lim

t webservers
t "webl, web2"

--tags "install, configure"

--skip

-e "ve

-e "@

--chec

--diff

--step

--start-at-task="Instal

--list
--list
--list

-V
-Vvv
-Vvv

-vvvv # connection debug

-tags "depl oy"

rsion=1.2.3"
ars.ym’

k

-tasks
-hosts
-tags

# verbose
# nore verbose
# debug

ngi nx"
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Tasks

Tasks are the building blocks of Ansible automation. Each task calls a module to perform a specific action.

Task Keywords
Tasks support many options for controlling execution:

- nane: Task description
nodul e_nane:
paraml: val uel
paran®: val ue2

becone: yes # Privilege escal ation
becone_user: postgres # User to becone

when: condition # Condi tional execution
loop: "{{ list_var }}" # Iteration

register: result # Store result
ignore_errors: yes # Continue on failure
changed_when: false # Override changed status
failed_when: result.rc !'=0 # Custom failure condition
notify: Handl er nane # Trigger handl er

tags: [install, configure] # Tags for filtering

del egate_t o: | ocal host # Run on different host
run_once: true # Run only once

retries: 3 # Retry count

delay: 5 # Del ay between retries
until: result.rc == # Retry until condition
async: 300 # Async tineout

poll: 5 # Async poll interval

no_|l og: true # Hi de sensitive output
envi ronnent : # Environnent variabl es

PATH: "/opt/bin:{{ ansible_env.PATH }}"

Blocks
Blocks group tasks and provide error handling:

- nane: Handle errors gracefully
bl ock:
- nane: Risky task
comrand: /usr/bin/risky-comrand

- nane: Another risky task
command: /usr/bin/another-risky

rescue:
- nanme: Recovery task
debug:
msg: "Sonething failed, recovering..."
al ways:
- nane: Al ways runs
debug:

nmsg: "This al ways runs"

The bl ock section contains tasks to attempt, rescue runs if any task fails, and al ways runs regardless of success or
failure.
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Conditionals

Conditionals allow you to execute tasks based on variables, facts, or the results of previous tasks.

Basic Conditions

# Sinple condition
- nane: Install on Debian

apt :
name: ngi nx
when: ansible_os_fam |y == "Debi an"

# Multiple conditions (AND)
- nane: Install on Ubuntu 22.04

apt :
name: ngi nx
when:
- ansi bl e_distribution == "Ubuntu"
- ansi bl e_distribution_version == "22. 04"

# OR condition
- nane: Install on Debian or Ubuntu

apt :
name: ngi nx
when: ansi bl e_distribution == "Debian" or ansible_distribution == "Ubuntu"

Common Conditional Patterns

# Variabl e defined
- nanme: Run if var defined
debug:
msg: "{{ nmy_var }}"
when: ny_var is defined

# Bool ean

- nane: Run if enabl ed
commrand: /usr/bin/sonething
when: feature_enabled | bool

# In list
- nane: Install on specific distros
apt:
nanme: ngi nx
when: ansible_distribution in ['Debian', 'Ubuntu']

# Result of previous task
- nane: Check file
stat:
path: /etc/config
register: config_file

- nane: Create if missing
file:
path: /etc/config
state: touch
when: not config_file.stat.exists

# Combining with registered results
- nane: Run command
comrand: cat /etc/passwd
regi ster: passwd_contents
changed_when: fal se

- nane: Do something if root exists
debug:
neg: "Root user exists"
when: "'root' in passwd_contents. stdout"
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Loops

Loops allow you to repeat a task multiple times, once for each item in a list. Instead of writing the same task three
times for three packages, you write it once and loop over the packages.

How Loops Work

When you add 1 oop: to a task, Ansible executes that task repeatedly—once for each item in the list. During each
iteration, the current item is available as the special variable {{ item}}.

# WTHOUT a loop - repetitive and hard to maintain
- nane: Install nginx
apt :
nane: ngi nx
state: present

- nane: Install postgresql
apt:
nanme: postgresql
state: present

- nane: Install redis
apt :
nane: redis
state: present

# WTH a | oop - clean and nuaintai nabl e
- nane: Install packages
apt :
nane: "{{ item}}"
state: present
| oop:
- ngi nx
- postgresql
- redis

The looped version runs the apt task three times:

1. First iteration: {{ item}} = nginx
2. Second iteration: {{ item}} = postgresql
3. Third iteration: {{ item}} =redis

Basic Loops

# Loop over an inline list
- nane: Install packages
apt :
nane: "{{ item}}"
state: present
| oop:
- ngi nx
- postgresql
- redis

# Loop over a variable containing a list
- nane: Install packages
apt :
nane: "{{ item}}"
state: present
loop: "{{ packages }}"
vars:
packages:
- ngi nx
- postgresql
- redis



# Loop to create multiple directories
- nane: Create application directories
file:
path: "{{ item}}"
state: directory
node: ' 0755
| oop:
- [opt/app
- [opt/app/config
- [opt/app/logs
- [var/run/app

Looping Over Dictionaries
When looping over a list of dictionaries, access each field usingitem fi el dnane:

# Each itemis a dictionary with 'nane’ and 'groups' keys
- nane: Create users
user:
nane: "{{ itemname }}"
groups: "{{ itemgroups }}"

shell: "{{ itemshell | default('/bin/bash") }}"
state: present

| oop:
- { nane: 'alice', groups: 'admin', shell: '/bin/zsh' }

- { nane: 'bob', groups: 'developers' }
- { nane: 'charlie', groups: 'devel opers' }

# More readable nmulti-line format
- nanme: Create users
user:

nane: "{{ itemname }}"
groups: "{{ itemgroups }}"
| oop:
- nane: alice
groups: admn
- nane: bob
groups: devel opers

Looping Over a Dictionary Variable

Use the di ct 2i t ens filter to loop over a dictionary's key-value pairs:

vars:
users:
alice:
uid: 1001
horme: /hone/alice
bob:
ui d: 1002
hone: /hone/ bob
t asks:
# itemkey = "alice', itemvalue = {uid: 1001, hone: /hone/alice}
- nane: Create users fromdictionary
user:

name: "{{ itemkey }}"

uid: "{{ itemvalue.uid }}"

home: "{{ itemval ue. hone }}"
loop: "{{ users | dict2itens }}"

Nested Loops
Use the product filter to loop over combinations of two lists:

# Creates: /hone/alice/docs, /hone/alicel/downl oads,
# / home/ bob/ docs, /hone/ bob/ downl oads
- nane: Create user directories
file:
path: "/hone/{{ itemO }}/{{ item1 }}"
state: directory
owner: "{{ itemO }}"



loop: "{{ users | product(dirs) | list }}"

vars:
users: ['alice', 'bob']
dirs: ['docs', 'downloads']

Loop Control
Fine-tune loop behavior with 1 oop_control :

# Get the current index (0-based by default)
- nane: Show position in |oop
debug:
msg: "ltem {{ index }}: {{ item}}"
| oop:
- apple
- banana
- cherry
| oop_control:
i ndex_var: index

# Custom ze the output |abel (useful for large dictionaries)
- nane: Create users
user:
nane: "{{ itemname }}"
uid: "{{ itemuid }}"
coment: "{{ itemcomrent }}"
loop: "{{ user_list }}"
| oop_control:
label: "{{ itemnane }}" # Only shows name, not entire dict

# Pause between iterations (useful for rate-limted APIs)
- nane: Call APl for each user
uri:
url: "https://api.exanple.comusers/{{ item}}"
nmet hod: POST
| oop: "{{ users }}"
| oop_control:
pause: 2 # WAit 2 seconds between each call

Registering Loop Output
When you register a loop's output, you get a list of results:

- nane: Check if files exist
stat:
path: "{{ item}}"
| oop:
- /etc/hosts
- [etc/passwd
- [etc/shadow
register: file_stats

# file_stats.results is a list of stat results
- nane: Show missing files
debug:
msg: "{{ itemitem}} does not exist"
loop: "{{ file_stats.results }}"
when: not itemstat.exists

Running Multiple Tasks Per Iltem

A1 oop: only applies to a single task—you cannot directly share one loop across multiple tasks. However, there are
several patterns to achieve similar results:

**Pattern 1: Use i ncl ude_t asks With a loop**

Create a separate file with the tasks you want to run for each item, then include it with a loop:

# main.ym
- nane: Configure each application



include_tasks: configure_app.yn
| oop:
- { nane: 'web', port: 80 }
- { nane: 'api', port: 8080 }
- { nane: 'admin', port: 9000 }

# configure_app.ym (runs once per item
- nane: Create directory for {{ itemnane }}
file:
path: "/opt/{{ itemnane }}"
state: directory

- nane: Deploy config for {{ itemnanme }}
tenpl at e:
src: app.conf.j2
dest: "/opt/{{ itemnane }}/config.conf"

- nane: Start {{ itemnanme }} service
servi ce:

nanme: "{{ itemnane }}"
state: started

Pattern 2: Define the list once and repeat it

Store the list in a variable and reference it in each task:

vars:
apps:
- { nane: 'web', port: 80 }
- { nane: 'api', port: 8080 }
- { nane: 'admn', port: 9000 }
t asks:
- nane: Create app directories
file:

path: "/opt/{{ itemnane }}"
state: directory
loop: "{{ apps }}"

- nane: Depl oy configs
tenpl ate:
src: app.conf.j2
dest: "/opt/{{ itemname }}/config.conf"

loop: "{{ apps }}"

- nane: Start services
service:
name: "{{ itemnane }}"
state: started
loop: "{{ apps }}"

Pattern 3: Use arole with loop
Roles receive the loop variable and can run multiple tasks with it:

# pl aybook. ym
- nane: Configure apps
include_role:
name: app_setup
vars:
app_nane: "{{ itemnane }}"
app_port: "{{ itemport }}"
| oop:
- { nane: 'web', port: 80 }
- { nane: 'api', port: 8080 }

The key difference between the patterns:

« Pattern 1 (include_tasks): Tasks run in sequence per item (all tasks for item 1, then all tasks for item 2)



« Pattern 2 (repeated loop): Each task completes for all items before the next task starts (create all directories,
then deploy all configs, then start all services)

Choose based on whether you need all tasks for one item to complete before moving to the next item.

Legacy Syntax
These older vi t h_* constructs still work but 1 oop is preferred:

with_items: "{{ list }}" # Use: loop: "{{ list }}"

with dict: "{{ dict }}" # Use: loop: "{{ dict | dict2itenms }}"
with_file: "{{ files }}" # Use: loop + |ookup('file', item
with_fileglob: "*. txt" # Use: loop + fileglob | ookup

wi t h_sequence: start=1 end=10 # Use: loop: "{{ range(1, 11) }}"
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Variables

Variables make your playbooks flexible and reusable. Ansible has a sophisticated variable precedence system.

Variable Precedence

Variables are loaded from multiple sources. Higher numbers override lower ones:

. Role defaults (r ol es/ x/ def aul t s/ mai n. ym )
. Inventory file or script group vars

. Inventory group_vars/al |

. Playbook group_vars/ al |

. Inventory group_vars/ *

. Playbook gr oup_var s/ *

. Inventory file or script host vars

. Inventory host _vars/ *

© 00 N O 0o B~ W DN PP

. Playbook host _vars/ *

[Eny
o

. Host facts / cached set_facts

[EnY
=

. Play vars

[EnY
N

. Play vars_pr onpt

[EnY
w

. Play vars_files

=Y
N

. Role vars (rol es/ x/ var s/ mai n. yni )

[EnY
9]

. Block vars

[EnY
(<2

. Task vars

[EnY
~

.include_vars

[EnY
[e]

. set _facts / registered vars

[EnY
©

. Role parameters

N
o

. i ncl ude parameters

N
=

. Extra vars (-e command line) always win

Defining Variables

# In playbook
vars:
http_port: 80
max_clients: 200

# Fromfile
vars_files:
- vars/main.ym
- "vars/{{ ansible_os_famly }}.ym"

# Prompt user
vars_pronpt:
- nane: usernane
pronpt: "Enter usernanme"
private: no
- nane: password
pronpt: "Enter password"
private: yes
encrypt: sha512_crypt

# Regi ster task output
- command: host nane
regi ster: hostname_result



# Set fact
- set_fact:

nmy_var: "{{ sonme_value }}"
cacheabl e: yes

Accessing Variables

# Sinple

"{{ variable }}"
# Dict
"{{ user.nane }}"
"{{ user[' nanme']
Li st

{ users[O0] }}"
{

# Default val ue

I3

users[0].nane }}"

"{{ variable | default('default_value') }}"

# Orit paraneter

i f undefined

paraneter: "{{ variable | default(omt) }}"

# Conbi ni ng

“{{ list_var | join(',") }}"
"{{ dict_var | to_json }}"

Special Variables

Ansible provides many built-in variables:

Variable

i nvent ory_host nanme

ansi bl e_host nane

ansi bl e_f qdn

ansi bl e_host

groups

gr oup_nanes

host vars

ansi bl e_facts

ansi bl e_pl ay_host s

ansi bl e_pl ay_bat ch

inventory_dir

pl aybook_di r

rol e_path

Description

Name in inventory

Discovered short hostname
Discovered FQDN

Address to connect to

Dict of all groups and hosts

List of groups current host belongs to
Dict of all hosts' variables

Facts gathered about current host
Hosts in current play

Current batch of hosts

Inventory directory path

Playbook directory path

Current role path
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Facts

Facts are system information automatically gathered from managed nodes. They include details about the operating

system, network interfaces, hardware, and more.

Controlling Fact Gathering

# Di sabl e fact gathering
- hosts: all
gat her _facts: no

# Explicit gathering
- nane: Gather facts
set up:

# Filtered gathering
- setup:
gat her _subset :
- network
- virtual
filter: ansible_eth*

Custom Facts

Create custom facts by placing executable scripts or INI files in /et ¢/ ansi bl e/ fact s. d/ :

# File: /etcl/ansible/facts.d/custom fact

[general]
app_version=1.0

Access custom facts via:

"{{ ansi bl e_local.custom general .app_version }}

Common Facts
Fact
ansi bl e_di stribution

ansi bl e_di stribution_versio
n

ansi bl e_di stribution_rel eas
e

ansi ble_os_fanmly
ansi bl e_architecture
ansi bl e_ker nel

ansi bl e_host nanme
ansi bl e_f qdn

ansi bl e_def aul t _i pv4. addres
s

ansi bl e_al | _i pv4_addr esses

Description
Ubuntu, CentOS, etc.

22.04, 8, etc.

jammy, focal, etc.

Debian, RedHat, etc.
x86_64
5.15.0-generic

Short hostname

Full hostname

Primary IP

All IPv4 addresses



ansi bl e_nentotal _nb

ansi bl e_processor _vcpus

ansi bl e_env

ansi bl e_pkg_ngr

ansi bl e_servi ce_ngr

Total RAM

CPU count
Environment variables
apt, yum, dnf, etc.

systemd, sysvinit, etc.
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Templates (Jinja2)

Templates let you generate dynamic configuration files using Jinja2 syntax. Variables, loops, and conditionals can all
be used within templates.

Basic Template

{# tenpl ates/ ngi nx.conf.j2 #}
# Managed by Ansible - do not edit
server {

listen {{ http_port }};

server _name {{ server_nane }};

location / {
root {{ docunent_root }};

}

Using Templates

- nane: Deploy nginx config

tenpl at e:
src: nginx.conf.j2
dest: /etc/nginx/sites-avail abl e/ def aul t
owner: root
group: root
node: ' 0644’
backup: yes
validate: nginx -t -c %

notify: Restart nginx

Jinja2 Syntax
{# Comments #}
{# Variabl es #}
{{ variable }}

{{ user.nane }}

{{ itens[0] }}

{# Conditionals #}

{%if condition %
{%éiif ot her _condition %
{%éise %

{(%endif %

{# Loops #}

{%for itemin items %

{{ item}}
{% endfor %

{%for key, value in dict.itenms() %

{{ key }}: {{ value }}
{% endfor %

{# Loop variabl es #}
{%for itemin itenms %

{{ loop.index }} {# 1-indexed #}

{{ loop.index0 }} {# 0-indexed #}

{{ loop.first }} {# True if first #}
{{ loop.last }} {# True if last #}
{{ loop.length }} {# Total itenms #}

{% endf or %

{# Wi tespace control #}



{% if condition -% {# Strip whitespace #}
{% endif -%

{# Include other tenplates #}
{%include 'header.j2' %

{# Macros #}
{% macro input(name, value="', type="text') %

<input type="{{ type }}" name="{{ nanme }}" value="{{ value }}">
{% endmacro %

{{ input('usernane') }}

Common Filters

Filters transform data in templates and playbooks:

{# String operations #}

{{ name | upper }}

{{ name | lower }}

{{ name | capitalize }}

{{ text | trim}}

{{ text | replace('old, 'new) }}
{{ items | join(", ") }}

{# Nunbers #}

{{ value | int }}

{{ value | float }}

{{ value | round(2) }}

{# Lists #}

{{ list | first }}

{{ list | last }}

{{ list | length }}

{{ list | sort }}

{{ list | unique }}

{# Data fornmats #}

{{ data | to_json }}

{{ data | to_yam }}

{{ json_string | fromjson }}
{# Defaults #}

{{ var | default('fallback') }}
{{ var | default(omt) }}

{# Path nmani pul ati on #}

{{ path | basenane }}

{{ path | dirnanme }}

{# Hashing #}

{{ string | hash('sha256') }}
{{ string | password_hash('sha512") }}
{{ string | b64encode }}
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Handlers

Handlers are tasks that only run when notified by other tasks. They're typically used to restart services after
configuration changes.

handl ers:
- nane: Restart nginx
service

name: ngi nx
state: restarted
listen: "restart web services"

- nane: Rel oad ngi nx
service
name: ngi nx
state: rel oaded

t asks:
- nane: Update config
tenpl ate

src: nginx.conf.j2
dest: /etc/nginx/nginx.conf
notify:
- Restart nginx
- nane: Another task
copy:
src: site.conf
dest: /etc/nginx/sites-avail abl e/
notify: "restart web services"
# Force handl er execution imrediately

- nane: Force handl ers now
neta: flush_handlers

Key Points:
* Handlers run at the end of a play, after all tasks
« Each handler runs only once, even if notified multiple times

» Use Iisten to trigger multiple handlers with one notification

e Use neta: flush_handl ers to run handlers immediately
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Roles

Roles provide a structured way to organize related tasks, variables, files, and templates into reusable components.

Role Structure

rol es/ webserver/

+-- tasks/

| +-- main.ynl # Task entry point

+-- handl ers/

| +-- main.ynl # Handl er definitions

+-- tenplates/

| +-- nginx.conf.j2 # Jinja2 tenpl ates

+-- files/

| +-- index. htm # Static files

+-- vars/

| +-- main.ynl # Hi gh-priority variables
+-- defaul ts/

| +-- main.ynl # Default variables (lowest priority)
+-- metal

| +-- main.ynl # Rol e dependenci es

+- - README. md

Using Roles

# O assic syntax
- hosts: webservers
rol es:
- common
- webserver
- { role: app, tags: ['app'] }
- role: database
vars:
db_nane: nyapp
when: inventory_hostnanme in groups[' dbservers']

# Include syntax (dynamic)
- hosts: webservers
t asks:
- nane: Apply common role
include_role:
name: common
tags: common

# Inport syntax (static)
- hosts: webservers
t asks:
- inmport_role:
nanme: webserver
vars:
http_port: 8080

Role Dependencies

Define role dependencies in et a/ nai n. yni :

dependenci es:
- role: conmmon
- role: nginx
vars:
http_port: 8080
- role: geerlingguy.docker

Creating and Installing Roles

# Create role skeleton
ansi bl e-galaxy role init nmy_role



# Install from Gal axy
ansi bl e-gal axy role install geerlingguy.docker

# Install fromrequirenents.yn
ansi bl e-gal axy install -r requirenents.ym

# requirenments. ym
rol es:
- nane: geerlingguy. docker
- nanme: ny_role
src: https://github. conmuser/repo
version: v1.0.0

col | ections:
- nane: conmunity.genera
version: ">=5.0.0"
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Collections

Collections are the distribution format for Ansible content, including roles, modules, and plugins.

# Install collection
ansi bl e-gal axy collection install comrunity.general

# Install fromrequirenents.yn
ansi bl e-gal axy collection install -r requirenents.yn

# List installed
ansi bl e-gal axy collection list

Using Collections

# FQCN (Fully Qualified Collection Nane)
- nane: Use collection nodul e
communi ty. general . uf w
rule: allow
port: 22

# O with collections keyword
- hosts: all
col | ections:
- communi ty. general
t asks:
- nane: Use nodul e
uf w;
rule: allow
port: 22
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Vault

Ansible Vault encrypts sensitive data like passwords, keys, and certificates.

Vault Commands

# Create encrypted file
ansi bl e-vault create secrets.ynl

# Edit encrypted file
ansi bl e-vault edit secrets.yn

# Encrypt existing file
ansi bl e-vault encrypt vars.yni

# Decrypt file
ansi bl e-vaul t decrypt vars.yn

# Change password
ansi bl e-vault rekey secrets.yni

# View encrypted file
ansi bl e-vault view secrets.yn

# Encrypt string
ansi bl e-vault encrypt_string 'secret_value' --name 'variabl e_nange'

Using Vault

# Run with vault password pronpt
ansi bl e- pl aybook pl aybook. ym --ask-vault-pass

# Use password file
ansi bl e- pl aybook pl aybook.ym --vault-password-file ~/.vault_pass

# Multiple vault |Ds

ansi bl e- pl aybook pl aybook. ym \
--vault-id dev@/.vault_dev \
--vault-id prod@/.vault_prod

# Inline encrypted variable
db_password: !vault |
$ANSI BLE_VAULT; 1. 1; AES256
61626364656667686970. . .

# Reference vault file
vars_files:

- vars/main.ym

- vars/vaul t.ym
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Common Modules

This section covers the most frequently used Ansible modules.

Package Management

# apt (Debi an/ Ubunt u)

- apt:
nane: "{{ packages }}"
state: present
updat e_cache: yes
cache_valid_tine: 3600

vars:
packages:
- ngi nx

- postgresql

# yuni dnf ( RHEL/ Cent OS/ Fedor a)
- dnf:

name: ngi nx

state: |atest

# pip

- pip:
nanme: flask
version: "2.0.0"
virtual env: /opt/venv

# Ceneric package nodul e
- package:

nane: ngi nx

state: present

Files and Directories

# file - manage files/directories
- file:

path: /etc/app

state: directory

owner: app

group: app

node: ' 0755

recurse: yes

# copy - copy files

- copy:
src: files/config.conf
dest: /etc/app/config.conf
owner: root
group: root

node: ' 0644’
backup: yes
# lineinfile - manage lines in files
- lineinfile:
path: /etc/hosts
line: "192.168.1.100 app.local"
state: present
# bl ockinfile - manage blocks in files

bl ocki nfile:
path: /etc/hosts
bl ock: |
192.168. 1. 100 appl. | ocal
192.168. 1. 101 app2.l ocal
marker: "# {mark} ANSI BLE MANAGED BLOCK"

Services



H

service

service
nanme: ngi nx
state: started
enabl ed: yes

# systend

systend
nanme: ngi nx
state: restarted
daenon_rel oad: yes
enabl ed: yes

Users and Groups

# user
- user:
nane: depl oy
groups: sudo, docker
append: yes
shel | : /bin/bash
gener at e_ssh_key: yes
ssh_key_bits: 4096
password: "{{ password | password_hash('sha512') }}"

# group

- group:
nanme: devel opers
state: present

# authori zed_key

- aut hori zed_key:
user: depl oy
key: "{{ lookup('file, '~/.ssh/id_rsa.pub') }}"
state: present

Commands

# conmand - sinple comrands (no shell features)
- command: /usr/bin/app --config /etc/app.conf
args:
chdir: /opt/app
creates: /var/run/app.pid

# shell - shell commands (pipes, redirects work)
- shell: cat /etc/passwd | grep root > /tnp/root.txt
args:

execut abl e: /bin/bash

# script - run |local script on renote
- script: scripts/setup.sh
args:
creates: /var/run/setup.done

Networking

# uri - HTTP requests
-ouri:
url: https://api.exanple.confhealth
nmet hod: GET
return_content: yes
st at us_code: 200
register: api_health

# get_url - download files

- get_url
url: https://exanple.confapp.tar.gz
dest: /tnp/app.tar.gz
checksum sha256: abc123. .

# wait_for - wait for conditions
- wait_for:
port: 8080



host: 127.0.0.1
delay: 5
timeout: 300

Debug and Testing

# debug
- debug
nsg: “"Variable value: {{ ny_var }}"
- debug
var: hostvars[inventory_host nane]
# assert
- assert:
that:
- ansible_distribution == "Ubuntu"
- ansible_distribution_version is version('20.04', '>=")
fail_msg: "Requires Uobuntu 20.04 or later”
# pause

- pause
pronpt: "Press enter to continue"
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Includes and Imports

Ansible provides two mechanisms for including external content: static imports and dynamic includes.

# inport_tasks - static (processed at parse tine)
- inport_tasks: tasks/setup.yni
vars:
package: ngi nx

# include_tasks - dynamic (processed at runtine)
- include_tasks: "tasks/{{ ansible_os_famly }}.ym"

# inport_pl aybook
- inport_playbook: webservers.yni

# include_vars
- include_vars: "vars/{{ ansible_os_famly }}.ym"

Key Differences

Feature i mport_* include_*
Processing Parse time (static) Runtime (dynamic)
Variables in path No Yes

Conditionals Applied to each task Applied to include
Tags Inherited by tasks Not inherited

Loops Not supported Supported
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Error Handling

Ansible provides several mechanisms for handling errors gracefully.

# lgnore errors
comrand: /may/fail
ignore_errors: yes

# I gnore unreachabl e hosts
- command: /usr/bin/app
i gnore_unreachabl e: yes

# Custom failure condition
- command: /usr/bin/app
register: result
failed_when: ""ERROR in result.stdout”

# Custom changed condition

- command: /usr/bin/check
register: result
changed_when: result.rc ==

# Retry until success
- ouri:
url: http://1ocal host: 8080/ heal th
register: result

until: result.status == 200
retries: 10
delay: 5
# Stop all hosts on any error
- hosts: all
any_errors_fatal: true
t asks:

# Maxi mum fail ure percentage
- hosts: all

max_fail _percentage: 25

t asks:
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Delegation and Local Actions

Delegation allows tasks to run on a different host than the current play target. This is useful for orchestration tasks
like updating load balancers, sending notifications, or interacting with APIs from a central location.

Note: Delegation is not for jump/bastion host access. For that, see the Bastion Hosts section below.

Delegating Tasks

# Del egate to another host - runs on |b.exanpl e.com but uses
# variables fromthe current host (inventory_hostnane)
- nane: Add server to |oad bal ancer

comrand: /usr/bin/lb add {{ inventory_hostnane }}

del egate_to: |b. exanpl e.com

# Renpve from | oad bal ancer before nmintenance
- nane: Renove from | oad bal ancer
uri:
url: "http://1b. exanpl e. coni api/ pool s/ web/ menbers/{{ ansible_host }}"
met hod: DELETE
del egate_to: | ocal host

Local Actions
Run tasks on the Ansible control node:

# Wait for host to becone reachable (run from control node)
- nane: Wit for SSH

wait_for:
host: "{{ ansible_host }}"
port: 22

timeout: 300
del egate_t o: | ocal host

# Equi val ent using |ocal _action
- nane: Wit for SSH
| ocal _action:
nodul e: wait_for
host: "{{ ansible_host }}"
port: 22

# Make APl call fromcontrol node
- nane: Notify deploynment tracker
uri:
url: https://depl oy. exanpl e. con api / depl oynment s
net hod: PGOST
body_fornat: json
body:
server: "{{ inventory_hostnane }}"
version: "{{ app_version }}"
del egate_t o: | ocal host

Run Once
Execute a task only once for the entire play, regardless of how many hosts:

# Database migration - only run once, not per host
- nane: Run database mgrations

comrand: /opt/app/ mgrate.sh

run_once: true

del egate_to: "{{ groups['dbservers'][0] }}"

# Send single Slack notification for depl oynent
- nane: Notify Slack
sl ack:
token: "{{ slack_token }}"
neg: "Deployed {{ app_version }} to {{ ansible_play_hosts | length }} servers"



run_once: true
del egate_to: | ocal host

Bastion/Jump Hosts

For accessing hosts through a bastion (jump) host, configure SSH proxying—this is separate from delegation. The
bastion host acts as an intermediary for SSH connections to private hosts.

Method 1: ansible.cfg configuration

# ansible.cfg

[ ssh_connecti on]

ssh_args = -0 ProxyJunp=bastion. exanpl e. com

# O for older SSH versions

# ssh_args = -o ProxyCommand="ssh -W %: % basti on. exanpl e. conf

Method 2: Inventory variables

# inventory

[ private_servers]

appl.internal ansible_host=10.0.1.10
app2.internal ansible_host=10.0.1.11
dbl.internal ansible_host=10.0.1.20

[private_servers:vars]
ansi bl e_ssh_comon_ar gs='-0 ProxyJunp=ubunt u@asti on. exanpl e. con

Method 3: SSH config file

# ~/.ssh/config

Host bastion
Host Nane basti on. exanpl e. com
User ubuntu
ldentityFile ~/.ssh/bastion_key

Host 10.0.1.*
User depl oy
ProxyJunp basti on
IdentityFile ~/.ssh/internal _key

Then Ansible connects automatically through the bastion:

# Pl aybook - no special configuration needed
- hosts: private_servers
t asks:
- nane: This runs on private hosts via bastion
apt
name: ngi nx
state: present

Method 4: Group-specific bastion

# group_vars/private_servers.yn

ansi bl e_ssh_comon_args: >-
-0 ProxyJunp=ubunt u@asti on. exanpl e. com 22
-0 StrictHost KeyChecki ng=no

Dynamic bastion selection:

# inventory

[ basti ons]

basti on- eu. exanpl e. com r egi on=eu
basti on- us. exanpl e. com r egi on=us

[eu_servers]
eu-appl.internal bastion=bastion-eu. exanple.com

[us_servers]
us-appl.internal bastion=bastion-us.exanple.com



[eu_servers:vars]
ansi bl e_ssh_comon_args='-0 ProxyJunp={{ bastion }}"

[us_servers:vars]
ansi bl e_ssh_comon_args='-0 ProxyJunp={{ bastion }}'
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Async Tasks

For long-running operations, async tasks allow Ansible to continue without waiting.

# Fire and forget (poll: 0)

- nane: Long running task
command: /usr/bin/long_task
async: 3600
poll: O
regi ster: long_task

# Check status |later
- nane: Check task status
async_stat us:
jid: "{{ long_task.ansible_job_id }}"
register: job_result
until: job_result.finished
retries: 100
del ay: 10
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Lookups

Lookups retrieve data from external sources during playbook execution. They run on the control node and return data
that can be used in tasks, templates, and variables.

File Lookup
Read the contents of a file on the control node:

# Read file content into a variable
- nane: Depl oy SSH public key
aut hori zed_key:
user: depl oy
key: "{{ lookup('file, '~/.ssh/id_rsa.pub') }}"

# Use file content in a tenplate variable
- nane: Set message of the day
copy:
content: "{{ lookup('file', 'files/motd.txt") }}"
dest: /etc/notd

Environment Variable Lookup
Access environment variables from the control node:

# Use environment variable in task
- nane: Clone repository
git:
repo: "https://{{ lookup('env', 'ATHUB_TOKEN ) }} @i thub.conforg/repo.git"
dest: /opt/app

# Set variable from environnent
vars:

hone_dir: "{{ lookup('env', '"HOME ) }}"
depl oy_env: "{{ lookup('env', 'DEPLOY_ENVI RONVENT') | default('devel opnent') }}"

Password Lookup
Generate or retrieve passwords (creates file if it doesn't exist):

# Generate and store a database password
- nane: Create database user

nmysql _user:
name: appuser
password: "{{ |ookup('password', 'credentials/db_password | ength=20") }}"

priv: 'myapp.*:ALL'

# Generate password with specific characters
- nane: Set admin password
user:
nane: admn
password: "{{ |ookup('password', '/dev/null |ength=16 chars=ascii_letters,digits') | password_hash('sha512"') }}"

Pipe Lookup
Run a command on the control node and capture output:

# Get current date for backup nam ng
- nane: Create backup
ar chi ve:
path: /var/ww
dest: "/backups/ ww-{{ | ookup('pipe', 'date +%%Pd- %PMME ) }}.tar.gz"

# Get git comit hash
- nane: Tag depl oynent
copy:



content: "Deployed: {{ |ookup('pipe', 'git rev-parse HEAD' ) }}"
dest: /opt/app/ VERSI ON

URL Lookup
Fetch content from a URL:

# Fetch JSON configuration from API
- nane: Configure application
copy:
content: "{{ lookup('url', "https://config.exanple.con app.json') }}"
dest: /etc/app/config.json

# Parse JSON from URL
- nane: Cet |atest release version
set _fact:
latest _version: "{{ (lookup('url', "https://api.github.com repos/org/app/releases/latest') | fromjson).tag_nane }}"

Template Lookup
Render a Jinja2 template and return the result:

# Render tenplate to variable
- nane: GCenerate config fromtenplate
set _fact:
app_config: "{{ lookup('tenplate', 'tenplates/config.ym.j2") }}"

# Use rendered tenplate as content
- nane: Deploy inline config
copy:
content: "{{ lookup('tenplate', 'nginx-site.conf.j2') }}"
dest: /etc/nginx/sites-avail able/nysite

First Found Lookup
Return the first file that exists from a list:

# Load environnent-specific variables
- nane: Include environment config
include_vars: "{{ lookup('first_found', parans) }}"
vars:
parans:
files:
- "{{ ansible_distribution }}-{{ ansible_distribution_version }}.ym"
"{{ ansible_distribution }}.ym"
- "{{ ansible_os_famly }}.ym"
- default.ym
pat hs:
- vars

# Copy first available tenplate
- nane: Deploy config
tenpl ate:
src: "{{ lookup('first_found , ['tenplates/{{ env }}.conf.j2', 'tenplates/default.conf.j2']) }}"
dest: /etc/app/ app. conf

Combining Lookups
Lookups can be combined with filters for powerful data manipulation:

# Read file and parse as YAML
- set_fact:
config: "{{ lookup('file', 'config.ym"') | fromyan }}"

# Read lines fromfile into a |ist
- set_fact:
al | oned_hosts: "{{ lookup('file', "allowed_hosts.txt"').splitlines() }}"

# Lookup with error handling
- set_fact:
api _key: "{{ lookup('env', "API_KEY') | default(lookup('file', 'api_key.txt'), true) }}"
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Filters Reference

Filters transform data in Jinja2 expressions.

String Filters

{{ name | upper }}

{{ name | lower }}

{{ name | capitalize }}

{{ name | title }}

{{ text | trim}}

{{ text | regex_replace('a, '"b") }}
{{ text | quote }}

Collection Filters

{{ list | first }}

{{ list | last }}

{{ list | length }}

{{ list | sort }}

{{ list | unique }}

{{ list | flatten }}

{{ list | map('upper') | list }}
{{ list | select("match', "a.*") }}
{{ listl | union(list2) }}

{{ listl | intersect(list2) }}
{{ listl | difference(list2) }}
Math Filters

{{ value | int }}

{{ value | float }}

{{ value | round(2) }}

{{ list | sum}}

{{ list | max }}

{{ list | min}}

Data Structure Filters

{{ data | to_json }}

{{ data | to_nice_json(indent=2) }}
{{ data | to_yam }}

{{ json_str | fromjson }}
{{ dict | dict2itens }}

{{ list | itens2dict }}

{{ dict | conbine(other) }}
Path Filters

{{ path | basenane }}

{{ path | dirnanme }}

{{ path | expanduser }}

{{ path | realpath }}

Cryptographic Filters

string | hash('sha256') }}
password |
data | b64encode }}

encoded | b64decode }}

P Raon Ran Ran)
e Raon Ran Ran)

passwor d_hash(' sha512")

Here's a comprehensive reference:

UPPERCASE

| ower case
Capitalize

Title Case

Strip whitespace
Regex repl ace
Shel | quote

H oo H R HH

First el enent
Last el enent
Count

Sor t

Uni que val ues
Flatten nested lists
Map filter

Sel ect natching
Uni on

I ntersection

Di fference

oo H R HH R HH R

To i nteger
To fl oat
Round

Sum

Maxi mum

M ni mum

H o H H R H

To JSON
Pretty JSON
To YAML

Par se JSON
Dict to list
List to dict
Merge dicts

H oo H R HH

Fil e name
Directory
Expand ~
Resol ve syml i nks

R H R

# Hash

}} # Password hash
# Base64 encode

# Base64 decode
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Testing and Debugging

Validating and troubleshooting playbooks is essential for reliable automation.

Command-Line Validation

# Syntax check
ansi bl e- pl aybook pl aybook. yml --syntax-check

# List tasks
ansi bl e- pl aybook pl aybook.ym --list-tasks

# List hosts
ansi bl e- pl aybook pl aybook.ym --1ist-hosts

# Check node (dry run)
ansi bl e- pl aybook pl aybook.ym --check

# Diff npde (show changes)
ansi bl e- pl aybook pl aybook.ym --diff --check

# Step through
ansi bl e- pl aybook pl aybook.ym --step

# Start at task
ansi bl e- pl aybook pl aybook.ynml --start-at-task="task nane"

# Debug with verbosity
ansi bl e- pl aybook pl aybook.ym -vvvv

# Test inventory
ansi bl e-inventory -i inventory --1list
ansi bl e-inventory -i inventory --graph

In-Playbook Debugging

# Print variable
- debug:
var: my_variabl e

# Print nmessage
- debug:
msg: "Value is {{ nmy_variable }}"

# Condi ti onal debug
- debug:
var: result
when: result is failed

# Pause for inspection
- pause:
pronpt: "Check the output above"

# Assert conditions
- assert:
that:
- my_var is defined
- ny_var | length >0
fail _msg: "ny_var is not valid"
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Performance Tips

Optimize Ansible execution for faster deployments.

Configuration Optimizations

# ansible.cfg

[ def aul t s]
forks = 20 # Parallel processes
gathering = smart # Cache facts

fact_caching = jsonfile
fact _cachi ng_connection = /tnp/facts
fact_caching_timeout = 86400

[ ssh_connecti on]
pi pelining = True # Reduce SSH operations
ssh_args = -0 Control Master=auto -o Control Persi st=60s

Playbook Optimizations

# Di sabl e fact gathering when not needed
- hosts: all
gat her _facts: no

# Sel ective fact gathering
- hosts: all
gather _facts: yes
gat her _subset:
- network
- hardware

# Free strategy (parallel task execution)
- hosts: all
strategy: free

# Async for long tasks
- command: /1 ong/running/task

async: 3600
poll: O
# Batch hosts (rolling updates)
- hosts: all
serial: 5 # 5 at a tine
serial: "20% # 20% at a tine

serial: [1, 5, 10] # Rolling: 1, then 5, then 10

# Limt package operations

- apt:
nanme: "{{ packages }}" # Install all at once
state: present
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Best Practices
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ow these guidelines for maintainable, reliable Ansible automation:

. Use roles for reusable content

. Keep secrets in Vault — never commit plaintext passwords
. Use meaningful names for tasks and variables

. **Test with - - check** before running

. Use version control for playbooks and inventory

. Tag tasks for selective execution

**Use ansi bl e-1i nt ** for code quality

. Document roles with README files

. **Use group_vars and host _var s** instead of hardcoding

. **Prefer state: present** overstate: |atest for stability

. Use handlers for service restarts

. Keep playbooks idempotent — safe to run multiple times
. Use FQCN for modules (e.g., ansi bl e. bui I tin. apt)

. Pin collection versions in requirements.yml

. Use CI/CD to test playbooks automatically
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Quick Command Reference

Essential commands for everyday Ansible use:

# I nventory
ansi bl e-i nventory --1ist
ansi bl e-i nventory --graph

# Ad- hoc

ansi ble all -m ping

ansible all -msetup

ansible all -a "uptine"

# Pl aybook

ansi bl e- pl aybook site.ynl

ansi bl e- pl aybook site.ym -i inventory
ansi bl e-pl aybook site.ym --limt hostl

ansi bl e- pl aybook site.ym --tags depl oy
ansi bl e- pl aybook site.ym --check --diff
ansi bl e- pl aybook site.ym -e "var=val ue"

# Vaul t

ansi bl e-vault create secrets.ynl

ansi bl e-vault edit secrets.yni

ansi bl e-vaul t encrypt_string 'secret’

# Gal axy
ansi bl e-galaxy role init nmyrole
ansi bl e-gal axy install -r requirenents.yn

ansi bl e-gal axy collection install comrunity.general
# Docunent ati on
ansi bl e-doc apt

ansi bl e-doc -1 # List all nodul es
ansi bl e-doc -t |ookup file

Version: Ansible 2.15+ / Python 3.9+
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